The College at Brockport

Maintaining the Security, Confidentiality and Integrity of Private Information

If I control access to rooms and file cabinets where paper records with confidential information are kept:
· I will lock doors to my work area during non-business hours.

· I will not to handle or expose confidential information in public areas.

· I will not allow guests into to areas where confidential information is in plain view.

· I will store confidential information in locked or secured areas.

· I will consider the security of receptacles where I dispose of confidential records. 
If I access confidential information electronically:
· My workstation(s) are password protected and not accessible to the public.

· I conceal my screen from unauthorized viewers when it displays confidential information.
· I logout or lock my workstations when it is not in use.

· I use strong passwords, in accordance with ATN guidelines.

· Network and email access – at least 8 characters, alphanumeric, special character.

· Mainframe access (at least 8 characters, alphanumeric)

· I change my passwords at periodic intervals.

· I do not post my passwords near or on my computers.

I will protect any confidential information under my control.

· I use available encryption software when transmitting sensitive information electronically over networks or online.

· I respond to requests for student information in accordance with FERPA (Family Educational Rights and Privacy Act of 1974), as directed by responsible SUNY officials.

· I have reviewed the security policies that are applicable to my position.

· I would report fraudulent attempts to obtain confidential information to management and/or appropriate law enforcement agencies.

· I always safely dispose of confidential records when they expire according to the SUNY records retention policy and schedules.

· I do not transmit health information electronically.
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