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December, 1993 (Revised)
Vulnerability Assessment Form

(General Control Environment)

	Assessable Unit
	     

	
	

	Factor 1:  Management Attitude

	
	

	Considerations:
	

	
	

	Of key concern is Unit Head’s recognition of the importance of, and commitment to, the establishment and maintenance of a strong system of internal control as communicated to employees through actions and words.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  Unit head is aware of the importance of internal controls as they relate to this assessable unit.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  In the last year, Unit Head has reviewed internal controls to ensure they are not being circumvented.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Unit Head holds regular staff meetings.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  Sufficient resources are provided to develop, maintain, and evaluate the internal control system.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  Personnel have the authority needed to develop, maintain, and evaluate the internal control system.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	6.  Audit/evaluation finds are resolved in a timely manner.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked (6).
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(General Control Environment)

	Assessable Unit
	     

	
	

	Factor 2:  Organizational Structure

	
	

	Considerations:
	

	
	

	The organizational structure should be such that there are clearly defined units to perform the necessary functions and that appropriate reporting relationships have been established. 
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  The organizational chart is current and accurate.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  The organizational structure enhances work performance.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Sufficient flexibility exists in the unit’s structure to deal with changing circumstances.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  The structure provides adequate supervision.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  Responsibilities of this unit are clearly defined so as to avoid duplication, overlap, or conflicts.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	6.  Supervisors have the decision making authority necessary to operate effectively and efficiently.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	7.  Supervisors routinely follow up on all delegation of authority to employees.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	8.  Employees are held accountable for performance and results achieved.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (8)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(General Control Environment)

	Assessable Unit
	     

	
	

	Factor 3:  Personnel

	
	

	Considerations:
	

	
	

	One of the most important factors in the successful operation of a system of internal/management controls is personnel.  Operating personnel must be qualified and properly trained for the functions they perform in order for controls to operate in the manner intended.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  Competent personnel are recruited.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  Accurate and up-to-date position descriptions are available.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Sufficient training opportunities to improve competency and update employees on new policies and procedures available.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  The quality of supervision is periodically reviewed at all levels. 
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  Employees are adequately supervised to ensure that agency resources are safeguarded.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	6.  Supervisors periodically review employees’ performance and provide necessary counseling.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	7.  Employees and supervisors are held accountable for satisfactory completion of performance elements.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	8.  This unit has a low turnover rate.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (8)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(General Control Environment)

	Assessable Unit
	     

	
	

	Factor 4:  Delegation of Authority

	
	

	Considerations:
	

	
	

	There should exist the appropriate delegation or limitation of authority to provide assurance that responsibilities are effectively discharged.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  Employees’ job descriptions describe actual jobs.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  Employees are aware of their individual responsibilities.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Employees understand the limits of their authority.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  The delegations prevent overlapping, duplication, and conflicts of authority/responsibility. 
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  The delegations grant sufficient authority to employees to carry out their responsibility.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	6.  Responsibility is divided so that no single employee controls all phases of a critical transaction.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (6)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(General Control Environment)

	Assessable Unit
	     

	
	

	Factor 5:   Policies and Procedures

	
	

	Considerations:
	

	
	

	Documented procedures provide a basis for most audits, follow-up evaluations and reviews.  The basic consideration is whether there are written procedures for employees to follow within the general rules, and how much discretion is allowed.  Usually, the more discretion allowed, the more potential for abuse.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  Procedures for this unit are in a manual that is kept current and readily available for examination.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  Polices and procedures are consistent with statutory authority.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Polices and procedures are simple and easy to understand.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  In the past year, the policies and procedures for this unit have been reviewed and revised, as necessary.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  There is sufficient communication between supervisors and employees on policies and procedures concerning this unit.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (5)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(General Control Environment)

	Assessable Unit
	     

	
	

	Factor 6:   Budgeting and Reporting Practices

	
	

	Considerations:
	

	
	

	The establishment of both budgetary and organization goals provide employees wit benchmarks by which they can ensure accomplishments, and also set individual goals for personal accomplishment.  Where these goals are not established, reviewed periodically, update and disseminated to employees, successful achievement is less likely.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  The budget system is integrated with the planning process.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  Plans and budges are effectively communicated throughout the organization.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Progress or performance reports show comparisons with planned performance, budget allowances, and/or past performance.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  Reports are made in accordance with prescribed directives.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  Reports are timely, accurate, useful, and distributed to appropriate users.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	6.  Problem areas are corrected promptly.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	7.  Reports are used as effective management tools.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (7)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(General Control Environment)

	Assessable Unit
	     

	
	

	Factor 7:   Organizational Checks and Balances

	
	

	Considerations:
	

	
	

	Checks and balances are used so that authority for certain functions is diffused to minimize the potential for waste, fraud, abuse, or mismanagement.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  Program evaluations/management reviews are performed routinely.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  Checks and balances are appropriate and are adequate to protect resources from manipulations.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Audits are performed routinely.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  Audit/review findings are corrected in a timely manner.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  This organizational unit has a system for tracking corrective actions.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	6.  Objectives for internal controls have been identified and documented.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	7.  Reviews evaluate the internal controls at all levels of an operation.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (7)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(General Control Environment)

	Assessable Unit
	     

	
	

	Factor 8:   Electronic Information Management (EIM)

	
	

	Considerations:
	

	
	

	Many activities are highly dependent on EIM for either operations or providing date or information on which management decisions are made.  While use of EIM can save time, there must be an awareness of the exposures inherent in an EIM based operation and the need for appropriate controls.  (Consider mainframe, PC, Voice Mail, and FAX applications as appropriate to your unit(s).
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  Data is safeguarded to prevent unauthorized access, improper changes or loss.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  EIM applications are in accord with guidelines which provide for data and systems security.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Computer systems’ controls are reviewed and updated periodically. 
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  Input is reviewed promptly for authorization, completeness, accuracy, and timeliness.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  Output is reviewed periodically for usefulness, completeness, accuracy and timeliness.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	6.  Personnel are aware of control risks in EIM systems.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	7.  An EIM security review has been conducted during the last year, and this unit has been included in the Division’s annual security plan.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (7)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(Inherent Risk)

	Assessable Unit
	     

	
	

	Factor 9:   Purpose & Characteristics of the Activity

	
	

	Considerations:
	

	
	

	The purpose of the functional activity should be considered, noting any aspects that make the activity susceptible to waste, fraud or abuse.
Characteristics primarily relate to the documents used in the decision making phases of a transaction cycle.  The basic issue is whether these documents are resistant to personal exploitation.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  This activity has clear and concise mission statements, goals and objectives.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  Regulatory requirements for this function are reasonable and consistent with the function’s activity.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Administrative policies and procedures for this activity are reasonable and consistent with the function’s activity.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  This activity does not involve a high degree of technical or administrative complexity.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  There is normally sufficient time to satisfactorily accomplish this activity without taking shortcuts to meet severe time constraints.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	6.  This activity does not involve the handling of cash receipts, disbursements or negotiable instruments.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	7.  This activity does not involve the approval of applications, certifications, or inspections.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	8.  This activity is not influenced by a clientele and/or by public or private interest groups.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (8)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(Inherent Risk)

	Assessable Unit
	     

	
	

	Factor 10:  Budget and Resource Level 

	
	

	Considerations:
	

	
	

	Functional activities involving large budgetary appropriations are susceptible to great amounts of waste, loss, unauthorized use, or misappropriation than functional activities involving small amounts.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  This assessable unit has a small budget as compared with other programs/functions within the organization.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  This unit is not responsible for valuable property, supplies, equipment, or other resources that require safeguarding.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (2)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(Inherent Risk)

	Assessable Unit
	     

	
	

	Factor 11:  Potential for Conflicts of Interest   

	
	

	Considerations:
	

	
	

	The potential for conflicts of interest on the part of administrators or employees is one which must be carefully monitored, or the public may lose faith in the fair and impartial administration of the activity.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  This activity has little potential for external pressures aimed at obtaining management decisions favorable to special interests.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  There is little special interest group activity in this area.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Few members of the public are directly affected by changes in this activity.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (3)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(Inherent Risk)

	Assessable Unit
	     

	
	

	Factor 12:  Age and Life Expectancy of the Activity 

	
	

	Considerations:
	

	
	

	New (in existence for less than two years), changing (undergoing substantial modifications or reorganization), or phasing out (to be eliminate within two years) of activities should be considered more susceptible to waste, loss, unauthorized use, or misappropriation than stable activities.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  It is expected that this activity will not experience significant change, decline or phase-out within the next two years.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  This assessable unit has been in existence for more than two years.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  This unit is a permanent function of the agency.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  This unit has not undergone reorganization or significant functional change in the last two years.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (4)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(Inherent Risk)

	Assessable Unit
	     

	
	

	Factor 13:  Degree of Decentralization 

	
	

	Considerations:
	

	
	

	The extent to which the functional activity is conducted in a centralized or decentralized mode should be considered.  Different degrees of centralization are appropriate for different types of activities.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  The major responsibility for control of this activity exists with the unit and not at a centralized organizational level, separate from the unit being assessed.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  There is an appropriate amount of decentralization, paired with adequate delegation of authority, needed to manage and control.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  The decentralization of resources does not cause inefficiencies.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  Decentralization does not create a barrier to getting work done.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (4)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(Inherent Risk)

	Assessable Unit
	     

	
	

	Factor 14:  Prior Reviews

	
	

	Considerations:
	

	
	

	The longer the interval between systematic operational reviews, the great the likelihood that system or operational errors will go undetected.  Therefore, functional activities with minimal audit coverage should be considered more susceptible to waste, loss, unauthorized use or misappropriation.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Assessment Criteria:
	(Please check appropriate numbers)



	1.  The unit’s operations have been reviewed internally or audited within the past two years.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  All findings of the above reviews were minor.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  The audit or review findings disclosed that previously identified problems were corrected.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  The scope or coverage of recent reviews has not been extremely limited.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  Audits and reviews have not uncovered losses due to waste or abuse in the last two years.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  ( 5
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Form

(Preliminary Evaluation of Safeguards)

	Assessable Unit
	     

	
	

	Factor 15:   Preliminary Evaluation of Safeguards

	
	

	Considerations:
	

	
	

	A preliminary evaluation regarding the existence and adequacy of internal controls should be made.  The key consideration should be whether appropriate controls are in place to prevent or at least minimize waste, loss, unauthorized use, or misappropriation.
	1 = Strongly Agree

2 = Agree

3 = Uncertain

4 = Disagree

5 = Strongly Disagree

6 = Not applicable

	
	

	Specific Standards:
	(Please check appropriate numbers)



	1.  Documentation
Internal control systems are clearly documented and available for examination.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	2.  Recording of Transactions and Events
Transactions and other significant events are promptly recorded and properly classified.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	3.  Execution of Transactions and Events
Transactions and other significant events are authorized and executed only by persons acting within the scope of their authority.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	4.  Separation of Duties
Key duties and responsibilities in authorizing, processing, recording and reviewing transactions are separated among individuals.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	5.  Supervision
Qualified and continuous supervision is provided to ensure that internal control objectives are achieved.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	6.  Access to and Accountability for Resources
Access to resources and records is limited to authorized individuals, and accountability for the custody and use of resources is assigned and maintained.  Periodic comparison between resources and records is made.
	 FORMCHECKBOX 
1
	 FORMCHECKBOX 
2
	 FORMCHECKBOX 
3
	 FORMCHECKBOX 
4
	 FORMCHECKBOX 
5
	 FORMCHECKBOX 
6

	A. Enter totals of numbers below checked boxes in columns 1 through 5.
	  
	  
	  
	  
	  
	

	
	
	
	
	
	
	

	B. Enter total of Line A (across)
	
	
	  
	
	

	
	
	
	
	
	
	

	C. Enter the result of subtracting the number of NA (column 6) responses from the number of questions asked  (6)
	
	
	  
	
	

	
	
	
	
	
	
	

	D. Vulnerability Rating:

     Divide line B by line C, round to nearest whole number.

     Enter here and on line 1 of the Vulnerability Assessment Summary.
	
	
	  
	
	


Vulnerability Assessment Summary
	Assessable Unit
	     

	

	

	

	General Control Environment
	1
	Management Attitude
	    

	
	2
	Organizational Structure
	    

	
	3
	Personnel
	    

	
	4
	Delegation of Authority
	    

	
	5
	Policies and Procedures
	    

	
	6
	Budgeting and Reporting Practices
	    

	
	7
	Organizational Checks and Balances
	    

	
	8
	EIM Considerations
	    

	Inherent Risk
	9
	Purpose & Characteristics of the Activity
	    

	
	10
	Budget and Resource Level
	    

	
	11
	Potential for Conflicts of Interest
	    

	
	12
	Age and Life Expectancy of the Activity
	    

	
	13
	Degree of Decentralization
	    

	
	14
	Prior Reviews
	    

	
	15
	Preliminary Evaluation of Safeguards
	    

	
	16
	Total Score (Add lines 1 through 15)
	     

	
	17
	Overall Vulnerability Rating (Total  / 15)
(Round to nearest whole number)
	    

	
	18
	Overall Vulnerability Ranking
(Enter letter (L, M, H) from below
	    


	Overall Vulnerability Ranking  Codes

	

	Rating

(From line 17)
	Ranking

	
	

	1-2
	Low (L)

	
	

	3
	Moderate (M)

	
	

	4-5
	High (H)


